Infroduction to Networking
for Integrated Control Systems

ABSTRACT: An integrated control system
has disparate and spatially distributed sub-
systems interconnected via a common com-
munication channel. Digital data from sen-
sor to controller and from controller to
actuator are multiplexed along with traffic
from other control loops and management
functions. The asynchronous time-division
multiplexing introduces time-varying and
possibly stochastic delays in the control
loops, degrading system dynamic perfor-
mance. The paper presents an introduction
to approaches for integrated control system
design, which requires interactions between
the disciplines of communication systems
and control systems.

Introduction

Integrated control systems arise in com-
plex dynamical processes such as autono-
mous manufacturing plants, electric power
plants, advanced aircraft and spacecraft, and
electronically controlled transport vehicles.
These systems require high-speed, reliable
communications between subsystem com-
ponents that perform diverse but interrelated
functions ranging from real-time active con-
trol to information display and routine main-
tenance support [1]-[5]. These activities are
coordinated by spatially dispersed com-
puters, intelligent terminals, sensors, and ac-
tuators. A network serves to systematically
interconnect the subsystem components as
well as to achieve a better utilization of the
resources [1]-[3].

The technology of networking in distrib-
uted information processing and control sys-
tems can be classified into two broad cate-
gories [6], [7]: (1) point-to-point dedicated
connections and (2) asynchronous time-di-
vision multiplexing. The major advantages
of multiplexed networks over point-to-point
connections include the following: reduced
wiring and power requirements, flexibility of
operations, evolutionary design process, and
ease of maintenance, diagnostics, and mon-
itoring. The integrated control system net-
work in Fig. 1 illustrates how a control loop
can be closed using the common communi-
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Fig. 1. Schematic diagram for an
integrated control system network.

cation medium. Data from sensor to con-
troller and from controller to actuator are
multiplexed via a single communication me-
dium along with the traffic from other control
loops and management functions. Unfortu-
nately, the system dynamic performance can
be adversely affected by delays induced by
the multiplexed network; these delays are in
addition to the sampling time delay inherent
in digital control systems.

While the detrimental effects of network-
induced delays on the dynamic performance
of feedback control systems are evident in
very fast processes (e.g., flight control sys-
tems in tactical aircraft [8]), these delays
often are considered to be insignificant in
relatively slow processes, such as those en-

countered in manufacturing and processing
plants. However, as the number of network
users increase, the augmented traffic causes
a larger data latency, and its impact on the
control system performance cannot be ig-
nored [9]. The detrimental effects of data
latency on system dynamic performance are
aggravated further by missynchronization
between control-loop components and loss
of data from saturation of buffers. Figure 2
illustrates how network-induced time-vary-
ing delays, designated 6. (sensor to con-
troller) and 6, (controller to actuator), enter
the control system.

Analysis and design of integrated control
systems require interactions between the dis-
ciplines of communication systems and con-
trol systems. It may be appropriate to com-
pare the notions of delay since it is used in
both disciplines. In communication systems,
delay is primarily caused by queuing and se-
rial transmission of bits associated with those
messages that arrive successfully at the des-
tination terminal [7], [8]; messages that are
corrupted by noise or deleted due to queue
saturation at the buffer are not included in
this definition. In control systems, delay is
related to the question: How old are the data
that are currently used? When no messages
are rejected, the two notions of delay are
similar; otherwise they are different.

In the continuous-time setting, the control
law for a given plant model is represented
as a transfer function or a state-space reali-
zation. In the discrete-time setting, an ad-
ditional parameter of importance is the sam-
pling time [10]. In an integrated control
system, the sampling time T is essentially
the sensor message interarrival time and can
be considered as a common parameter of the
control system and the communication net-
work. From the point of view of control,
smaller values of the sampling time 7 (with
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the exception of sensitivity to the roundoff
errors in the controller computer) are desir-
able because the discrete-time control law
more closely approximates its continuous-
time design. On the other hand, a smaller
sampling time, i.e., a higher sampling fre-
quency, implies larger network traffic,
which, for a given transmission speed, in-
creases the data latency in the communica-
tion network.

The networking requirements for an inte-
grated control system may vary with specific
applications. For example, in an autono-
mous manufacturing environment, the prime
objective of the network is integration of
computer-controlled complexes of robots,
automated machine tools, material handling
devices, and guided vehicles on the shop
floor with communication complexes for en-
gineering design, and plant and office man-
agement. The major objective for network-
ing in an advanced aircraft is to design an
integrated control system that serves various
management, avionics, and fly-by-wire con-
trol functions to ensure safe and reliable mis-
sions. Similarly, in electric power and chem-
ical processing plants, distributed control
systems can regulate the essential and time-
dependent process variables—e.g., reactor
thermal power, bulk temperature, and feed
rates—and also provide necessary support for
plant monitoring, fuel scheduling, and pre-
ventive maintenance.

Although ample research papers in mod-
eling and simulation of communication net-
works have been published [11]-[13], the
significance of network-induced delays in
stability of feedback control systems has been
addressed only in a few cases [4], [8], [9],
[14]-[16]. The objectives of this paper are
to provide an introduction to the evolving
field of networking for integrated control
systems and to summarize some of the per-
tinent research in this area.

Analysis of Delayed Control Systems

Several approaches for analyzing the dy-
namic performance and stability of delayed
control systems have been suggested [17]-
[25]. Most of the literature on delayed sys-
tems deals with the case of constant delays,
but some results concerning time-varying
delays have been presented, e.g., Yorke
[17], Hirai and Satoh [18], Ikeda and Ashida
[19], and Belle Isle [20], [21]. For a network
with randomly distributed traffic, the delay
in the control loop could be a stochastic pro-
cess. The use of stochastic Lyapunov func-
tions for stability analysis of systems with
randomly varying delays has been suggested
by Belle Isle [20], [21].
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Network-induced delays in the feedback
loop for an integrated control system are sen-
sor-controller delay and controller-actuator
delay, as shown in Fig. 2. Since both these
delays are time varying, they may not be
lumped together, in general. However, the
digital control algorithm is time invariant;
therefore, the two delays could be lumped
together under certain restricted conditions
[14], [15].

Lumping the two delays (Fig. 2) does not
necessarily solve the problem of control sys-
tem design because the lumped delay could
still be a time-varying quantity. This makes
the system analysis and design difficult, be-
cause the feedback control system specifi-
cations usually are given in terms of phase
margin and gain margin in the frequency do-
main or in terms of smallest delay rate,
overshoot, rise time, settling time, etc., in
the time domain. The specifications of the
frequency-domain data are stated in view of
linear time-invariant systems. Approaches
for solving time-varying delay problems are
discussed below.

Given a linear finite-dimensional time-in-
variant system with a lumped time-varying
delay placed between the controller and ac-
tuator, the closed-loop digital control system
is approximately represented in continuous
time as shown below, where x is the state
vector, A and B are constant matrices, and
L(r) is a scalar nonnegative function of time
t=20.

dx(t)/dr = Ax(1) — Bx(t — L(r)) (1)

A first-order system illustrates how the
complexity of dynamic performance analysis
increases with time-varying delays. A suffi-
cient condition for uniformly asymptotic sta-
bility of a first-order system, with scalar x,
A and B in Eq. (1), has been shown by Yorke
[17] to be that the maximum of L is less than
(1.5)/B when A is identically zero, i.e., the
plant is a pure integrator. It is interesting to
note that, if the system is assumed to have
a constant delay g equal to the maximum of
L(¢) for all time ¢, then the above condition
can be relaxed to g being less than #/(2B)
= 1.57/B. This suggests that replacing L(t)
by its maximum may not be appropriate.
Similar results have been derived by Hirai
and Satoh [18] using a different approach.

An overview of methods for analyzing de-
layed control systems follows.

Stochastic Lyapunov Function

The underlying principle is the same as the
well-known Lyapunov mettod [22], except
that the definitions of norms are modified to
accommodate the time-varying delay argu-
ment and the differential operators are de-

fined in a stochastic setting. Bell Isle [20],
[21] used this method to derive a sufficient
condition for stability.

D-Partition Method

This procedure gives the region(s) in the
parameter space within which the system is
stable. Given a scalar system such as Eq.
(1), the method defines region(s) in the plane
of scalars A and B within which the system
is stable for a given constant delay gq.
Rekasius [23] adopted this concept to iden-
tify stable regions for systems with the con-
stant delay g or as a function of q. The
analytical basis for this approach was mod-
ified by Thowsen [24]. Except for traditional

 graphical approaches such as Nyquist’s [26]

and Mikhailov’s [27], the algebraic
approach presented by Rekasius is one of the
few methods that gives necessary and suffi-
cient conditions for stability of control sys-
tems with constant delays. This method has
a potential for application to integrated con-
trol system design if an equivalent constant-
delay system could be identified to replace
the time-varying delays.

Method of Steps

In this approach adopted by Hirai and
Satoh [18], the time-varying delay is as-
sumed to be a constant time lag over an in-
terval. Consequently, the term with the time-
varying delay argument in the equation re-
mains a constant within each time period.
Thus, the output at the time instant (n + 1)T
can be expressed recursively in terms of the
output at the time instant n7 as a function of
the sampling time 7 and system parameters.
The necessary and sufficient condition for
the stability of a scalar autonomous system
is that the output decreases strictly monoton-
ically.

A common drawback in some of the de-
sign methodologies for time-delayed sys-
tems, for example, with Bell Isle [20], [21]
and Mori et al. [25], is that the stability cri-
terion does not involve the exact magnitude
of the delay and its functional characteristics
and constraints in the case of time-varying
delays. Such results are very conservative
since stability is guaranteed for a wide range
of the delay. As a result, many of these cri-
teria have limited practical significance.

A discrete-time approach for analyzing de-
layed systems following the concept of the
method of steps has been proposed by Ray
and Halevi [14]-[16]. A brief description of
this approach is presented here. If the plant
and controller are time invariant and the con-
trol inputs are piecewise constant, the system
can be represented by an augmented state
vector, which consists of past values of the
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plant input and output in addition to the cur-
rent state vectors of the plant and controller.
Thus, the problem of time-varying delays is
treated by a finite-dimensional time-varying
discrete-time system, where the delays are
not restricted to be integer multiples of a
given time period. From the perspectives of
analysis and design for integrated control
systems, the proposed method of Ray and
Halevi [14]-[16] has the following advan-
tages.

o The two time-varying delays in Fig. 2 can
be treated separately; unlike the other
methods, these delays are not required to
be lumped.

e The delays can be a discrete function of
time or a discretely sampled sequence of
a continuous function.

Summary and Discussion

The asynchronous time-division multi-
plexed networking in integrated control sys-
tems introduces time-varying and possibly
stochastic delays that are distributed between
system components. These delays result from
data latency and missynchronization be-
tween network terminals as well as from a
loss of messages due to queue saturation at
buffers or data corruption. The network-in-
duced delays can degrade the system dy-
namic performance and are a source of po-
tential instability in complex dynamical
processes such as autonomous manufactur-
ing plants and advanced aircraft and space-
craft.

Both simulation and analytical techniques
are required for performance evaluation of
integrated control systems. Although com-
bined discrete-event and continuous-time
simulation provides valuable insight into
complex problems [8], [9], analytical tech-
niques are computationally more efficient and
yield more conclusive results if the under-
lying assumptions are acceptable. The anal-
ysis should complement simulation, and they
both can be used to verify accuracy and ef-
ficacy of the integrated control system.

Research in analysis of systems with vary-
ing delays has been rather limited. A dis-
crete-time approach, which represents the
delayed system by a finite-dimensional time-
varying or stochastic model, is apparently a
viable option for analysis and design of in-
tegrated control systems. Two options for
design are as follows: (1) identical sampling
rates of the sensor and controller, which are
periodically synchronized to maintain the
desired time skew between their sampling
instants; and (2) faster sampling rates for the
sensor in order to reduce the frequency of
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occurrence of vacant sampling [14]-[16].
Another area of research is compensation of
network-induced delays by stochastic or de-
terministic observers [28].
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